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1 Purpose and Scope

The purpose of this policy is to ensure that everyone handing personal information at the Malta Gaming
Authority is fully aware of the requirements emanating from the General Data Protection Regulation
(Regulation (EU) 2016/679) and complies with appropriate data protection procedures.

This Data Protection Policy ensures that the Malta Gaming Authority:

e Protects the data and the rights of customers, employees and other persons;

e Ensures that responsibilities to protect personal data are defined, communicated, and effectively
complied with; and

e Manages the risks associated with handling of personal data and of potential breaches.

This policy applies to all of MGA's employees, contractors and interns.

2 Data Protection Officer

The Authority’s Data Protection Officer (DPO) can be reached on dpo.mga@mga.org.mt. Alternatively,
you may direct any correspondence to:

Data Protection Officer
Malta Gaming Authority
Level 4, Building SCM03-04
Smart City Malta, Kalkara
Malta. SCM1001

3 Principles for Processing Personal Data

3.1 Lawfulness, Fairness and Transparency

The GDPR requires that the MGA, as the data controller, provides data subjects with information about
his/her personal data processing in a concise, transparent and intelligible manner, which is easily
accessible, distinct from other undertakings between the controller and the data subject, using clear
and plain language.

3.2 Data Minimisation

The MGA, as the data controller, ensures that only personal data which is necessary for each specific
purpose is processed. The GDPR stipulates that any personal data processed shall be adequate, relevant
and limited to what is necessary. This principle shall apply in terms of the amount of personal data
collected, the extent of the processing, the period of storage and accessibility.

3.3 Accuracy

The MGA also ensures that personal data in its possession is accurate and, where necessary, kept up-
to-date. The Authority takes every reasonable step to comply with this principle.
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Periodic exercises are carried out by the Authority to ensure data accuracy and to rectify any inaccurate
data in its possession.

3.4 Storage Limitation

The MGA ensures that when the need to keep any of the personal data in its possession ceases to exist,
such personal data is deleted or anonymised.

The MGA has a detailed Data Archiving and Retention Policy which details the way in which the
Authority abides by this storage limitation principle. Retention periods are generally determined on the
basis of the periods mandated by applicable laws.

3.5 Integrity and Confidentiality

The GDPR requires personal data to be processed in a manner that ensures appropriate security of the
personal data, including protection against unauthorised or unlawful processing and against accidental
loss, destruction or damage, using appropriate technical or organisational measures.

The MGA abides by this principle by ensuring that only those employees that are required to process
certain personal data are in fact given access to such personal data. Furthermore, the MGA has
information security measures in place to ensure that risks to any of the personal data in its possession
are adequately mitigated. The MGA constantly abides by its Information Security Policies detailing the
information security measures that are in place at the Authority.

3.6 Accountability

The MGA, as the data controller, is able to demonstrate compliance with the GDPR and with all the
principles for processing personal data that are hereby stipulated. This data protection policy outlines
the organisational measures that are in place at the Malta Gaming Authority and that aim at ensuring
compliance with the GDPR.

4 Lawfulness of Processing

While fulfilling its role as the regulatory body responsible for the governance and supervision of all
gaming activities in and from Malta, the MGA processes certain personal data relating to both licensees,
players, and complainants.

The MGA ensures that it only processes personal data if at least one of the following applies:

a) The data subject has given consent to the processing of his or her personal data for one or more
specific purposes;

b) The processing is necessary for the performance of a contract to which the data subject is party
or in order to take steps at the request of the data subject prior to entering into a contract;

c) The processing is necessary for compliance with a legal obligation (i.e. European or Maltese law)
to which the MGA is subject;
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d) The processing is necessary in order to protect the vital interests of the data subject or of
another natural person;

e) The processing is necessary for the performance of a task carried out in the public interest or in
the exercise of official authority vested in the MGA by European or Maltese law;

f) The processing is necessary for the purposes of the legitimate interests pursued by the MGA,
except where such interests are overridden by the interests or fundamental rights and freedoms
of the data subject which require protection of personal data.

4.1 Datarelated to Licensees

In most cases, the processing of personal data relating to data subjects that have a role within entities
licensed by the MGA is either based on the fact that such processing is necessary for complying with a
legal obligation to which the MGA is subject or on the fact that such processing is necessary for the
performance of a task in the public interest or in exercise of official authority that is vested in the MGA
by virtue of Maltese or European law.

411 Processing of Data Collected at Application Stage

The MGA routinely processes personal data pertaining to licensees and some of their members,
including but not limited to their shareholders, ultimate beneficial owners, and any employees
performing key roles as determined by the Authority. This data, sourced to the Authority by the
licensee’s legal representative (s) or by the persons concerned or by any relevant third parties or bodies,
is systematically provided at application stage, but may also be requested by the Authority at any other
stage throughout the licensing relationship.

The Lotteries and Other Games Act (CAP.438 of the Laws of Malta)' assigns to the MGA the power and
responsibility to request any data it deems necessary to carry out its functions as prescribed by law.
The MGA ensures that the type and extent of any such data processing is necessary for the legally
authorised data processing activity, and that it complies with all applicable requirements. Hence, the
above-detailed data processing is carried out on the basis of the MGA's legal obligation to regulate
gaming services offered to and from Malta.

41.2 Processing of Data Collected or Created at any Stage During the Duration of the Licence

Throughout the duration of a valid licence, the Authority may deem it necessary to collect further data
from the licensees, or from third parties or bodies, as it may deem necessary as the regulatory body
responsible for the governance and supervision of all gaming activities to and from Malta. The Authority
will also be gathering data on the basis of a licensee’s activities. Furthermore, amongst other services,
the Authority’s Licensee Relationship Management Portal also allows people to apply for additional
licences, amend profiles and settings, access certain documents, submit documentation and financial
records. This information is processed for regulatory purposes in order for the MGA to fulfil its legal and
regulatory functions.

'To be superseded by the Gaming Act (Chapter 583 of the Laws of Malta)
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The MGA is assigned with the responsibility and official Authority to ensure that Malta’s gaming regime
is based on fair, responsible, safe and secure provision of gaming services and it seeks to ensure that
the three main pillars of gaming, namely (i) the fairness of games, (ii) the protection of minors and
vulnerable persons and (iii) the prevention of crime, fraud and money laundering, are safeguarded as
much as possible.

It is therefore the duty and responsibility of the Authority to process all the data and information as may
be required to effectively safeguard the public interest with regards to gaming activities in and from
Malta.

41.3 Processing of Data for the purpose of Audits

The MGA may forward all data, including any personal data to the approved Auditor appointed by the
licensee in accordance with the relevant procedures, in order for the said Auditor to carry out the
respective audit. This processing is carried out on the basis of a contractual obligation included within
the applicable issued licences.

414 Processing of Licensees’ Data for Regulatory and Enforcement Purposes

The law also empowers the MGA to investigate and assess compliance of licensees and individuals
performing key functions with the law, and to take any enforcement action it may deem necessary, in
accordance with the law. Personal data provided to the Authority will be used in the course of
conducting investigations into the activities of all authorised and interested persons. The MGA may also
publish any regulatory and enforcement action taken, at its discretion.

415 Sharing Licensee’s Data with Other Entities, Bodies or Authorities

There may be instances when the MGA will share a licensee’s data, including any personal data, with any
third parties fulfilling a service on the MGA'’s behalf, and under the express and specific instructions of
the MGA. Occasionally, the MGA may also share such data with another body, or Authority where the
law requires, or permits it to do so. This may include any relevant public authorities, local or overseas,
gaming regulators, and law enforcement agencies. The primary purpose for such transfer of data is for
the Authority to perform its functions as mandated within the law. Where the law does not require or
specifically permit the MGA to transfer any data, the MGA may seek to share this data on the basis of a
contractual obligation, where this is applicable.

In all cases, the data shall be shared in a fair, transparent and in an encrypted manner.
4.2 Player Data

Most personal data pertaining to players and that is processed by the Authority is supplied directly by
the player to the Authority’s Player Support Department when seeking assistance with general and
technical queries as well as when asking for help in resolving disputes with land based or remote gaming
operators.
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The Authority also collects certain personal data pertaining to players when carrying out inspections at
land based operators’ premises aimed at enforcing requirements relating to the protection of minors
and of vulnerable persons (such as self-barred persons and pathological gamblers).

421 Processing of Player Data provided through Player Complaints

The MGA processes personal data relating to players and that has been supplied by the players
themselves when this is necessary to provide assistance to the player with any general or technical
query and when this is necessary to mediate any disputes arising between players and licensees.

The MGA ensures that such data is processed exclusively for the purpose for which it has been collected
and that it is processed in accordance with the applicable policies and procedures. In every instance
the MGA's Player Support Unit (PSU) will log the details of the complainant, and the details of any other
individuals named by the complainant. Most often, the MGA will have to share the complainant’s identity
with the licensee in order to be able to resolve the situation. If a complainant would not like to be
identified to an operator, it is recommended that they inform us of that wish as soon as possible, and
the MGA will try to respect that, however if it is determined that there is an overarching public interest
to proceed with the investigation of a complaint and this can only be done by disclosing the
complainant’s identity, the MGA may decide to do so.

A complaint may also very well lead to enforcement action taken by the MGA, or by the Police, and in
this case, the complainant’s data will be included within this investigation.

The MGA processes this data on the basis of the requirements laid down within the law.

422 Processing of Player Data gathered via Land-Based Inspections

As part of its functions as the regulatory body entrusted by law to enforce the measures aimed at
protecting minors and vulnerable persons, the MGA carries out inspections at the premises of land-
based operators. During such inspections, a sample of players is asked to provide their personal
information so as to allow the Authority’s inspectors to confirm that the players are not in the database
of self-barred persons or on the list of pathological gamblers or below the age required by law to enter
into such gaming premises.

The MGA ensures that such personal data pertaining to players is only used for the purposes for which
it is collected; that is to ensure that the land-based gaming operator is abiding by the legal requirements
related to the protection of minors and vulnerable persons that are applicable to him. This data is
processed on the basis of the MGA's legal obligation to regulate the provision of gaming services offered
to and from Malta.

4.2.3 Processing of Player Data collected via the Self-Exclusion System

Players, or potential players, may approach the MGA and ask to be barred from entering a gaming
premises for a specified time period or for an indefinite period of time. An individual may do so by
requesting such exclusion from the gaming outlet itself, from the MGA'’s offices, or from the offices of
the Responsible Gaming Foundation. The individual's details are thereby logged into a database
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administered by the MGA whereby the individuals’ data is continually processed to ensure that such
individuals do not enter into a gaming outlet from which they have requested to be self-excluded. The
MGA processes this data on the basis of a legal obligation to protect players and to ensure the
enforcement of a self-exclusion system.

424 Processing of Player Data for the Purposes of any Investigation

In the event of any suspicion of any specified crimes, including but not limited to money laundering,
funding of terrorism, and manipulation of sports competitions, licensees may forward specific player
data to the MGA, as well as to other supervisory Authorities. The MGA is legally bound to process this
data in the course of its investigations into these crimes, and may transfer such data to another body,
or Authority where the law requires, or permits it to do so. This may include any relevant public
authorities, local or overseas, gaming regulators, sports integrity bodies, sports governing bodies, and
law enforcement agencies. The primary purpose for such transfer of data is for the Authority to perform
its functions as mandated within the law.

4.3 Data included within Generic Complaints

The Authority may also receive any other general complaints relating to, for example, any gaming activity
or gaming advertisement or data protection issue, to the MGA. In this case, similarly to the above, the
relevant department, individual or committee within the MGA will log the complainant’s details and
proceed with its investigation. Here too, a complaint may also very well lead to enforcement action taken
by the MGA, or by the Police, and in this case, the complainant’s data will be included within this
investigation.

5 Processing of Special Categories of Personal Data

Special categories of personal data as defined by the GDPR include:

e personal data revealing racial or ethnic origin;

e political opinions;

e religious or philosophical beliefs;

e trade union memberships,

e genetic and biometric data processed for the purpose of uniquely identifying a natural person;
e data concerning health;

e data concerning a natural person's sex life or sexual orientation.

The MGA ensures that any processing of special categories of personal data is only carried out when
one of the following applies:

e the data subject has given explicit consent to the processing of those personal data for one or
more specified purposes;
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processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the MGA or of the data subject in the field of employment and social security and social
protection law;

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent;

processing relates to personal data which are manifestly made public by the data subject;
processing is necessary for the establishment, exercise or defence of legal claims;

processing is necessary for reasons of substantial public interest, on the basis of European or
Maltese law;

processing is necessary for the assessment of the working capacity of the employee;

In all cases, the MGA is committed to ensure that any processing is proportionate to the aim
pursued, respects the essence of the right to data protection and provides for suitable and
specific measures to safeguard the fundamental rights and the interests of the data subject.

6 Transmission of Personal Data to a non-EU country

Unless required by a legal obligation applying to the MGA, before transmitting any personal data to a
recipient that is external to the MGA and that is situated in a non-EU country:

7

The MGA ascertains that the relevant non-EU country has agreed to maintain a data protection
level equivalent to this Data Protection Policy; and

Authorisation from the Office of the Information and Data Protection Commissioner will be
sought and obtained.

If personal data is transferred from the MGA to a company with its registered office outside of
the European Economic Area, the company importing the data is obliged to:

cooperate with any inquiries made by the relevant supervisory authority of the MGA; and
comply with any observations made by the relevant supervisory authority with regard to the
processing of the transmitted data.

When personal data is transmitted by a third party to the MGA, it must be ensured that such
data can be, and is only used for the intended purpose.

Rights of the Data Subject

Every individual who is the subject of personal data processed by the MGA has the following rights:

Right of Access;

Right to Restriction of Processing;
Right to Rectification;

Right to Erasure;

Right to Object; and

Any data subject may contact the MGA to exercise any of the above-mentioned rights. A data subject
request shall be made by sending an email to that Authority’s Data Protection Officer (DPO) to the

Public
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following email address: dpo.mga@mga.org.mt. The email shall contain the data subject’s full name,
address, and a description of the information you wish to view, correct or delete.

The Authority’s DPO may request further information from the data subject making the request should
any clarifications be required. Furthermore, to ensure confidentiality and to verify the identity of the
person making the data subject request, the DPO may request a photo to be taken of the subject person
holding a photo identification document clearly showing name, identification number and facial photo
on document.

It is important to note that the rights of data subjects are tied with certain conditions and limitations
that are stipulated within the GDPR itself.

The Authority reserves the right to charge a reasonable fee for repetitive requests, requests for further
copies of the same data, and, or requests which are deemed to be manifestly unfounded or excessive.
We may also refuse to act upon requests that are deemed to be manifestly unfounded or excessive.

7.1 Right of Access

The data subject has the right to obtain from the MGA a confirmation as to whether or not personal data
concerning him or her are being processed, and, where that is the case, a copy of the personal data
undergoing processing.

7.2 Right to Restriction of Processing

The data subject has the right to obtain from the MGA restriction of processing where one of the
following applies:

e the accuracy of the personal data is contested by the data subject, for a period enabling the
controller to verify the accuracy of the personal data;

e the processing is unlawful and the data subject opposes the erasure of the personal data and
requests the restriction of their use instead;

e the MGA no longer needs the personal data for the purposes of the processing, but they are
required by the data subject for the establishment, exercise or defence of legal claims;

e the data subject has objected to processing pending the verification whether the legitimate
grounds of the controller override those of the data subject.

Where, in accordance with the above, processing has been restricted such personal data shall, with the
exception of storage, only be processed:

e with the data subject's consent;

o for the establishment, exercise or defence of legal claims;

o for the protection of the rights of another natural or legal person; or
e forreasons of important public interest.
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7.3 Right to Rectification

In cases where any of the personal data processed by the MGA is incorrect or incomplete, the data
subject can demand that such personal data is corrected or supplemented.

7.4 Right to Erasure

The data subject has the right to obtain from the MGA the erasure of personal data concerning him or
her without undue delay and the MGA has the obligation to erase personal data without undue delay
where one of the following grounds applies:

e the personal data are no longer necessary in relation to the purposes for which they were
collected or otherwise processed;

e the data subject withdraws consent on which the processing is based and where there is no
other legal ground for the processing;

e the data subject objects to the processing and there are no overriding legitimate grounds for the
processing;

e the personal data have been unlawfully processed;

e the personal data have to be erased for compliance with a legal obligation in Union or Member
State law to which the controller is subject.

The Authority would like to draw your attention to the fact that this right to erasure does not apply if
the processing of the data is necessary for any of the following:

e for compliance with a legal obligation to which the MGA is subject or for the performance of a
task carried out in the public interest or in the exercise of official authority vested in the MGA;

e forarchiving purposes in the public interest, scientific or historic research purposes or statistical
purposes in so far as the right to erasure is likely to render impossible or seriously impair the
achievement of the objectives of that processing; or

o for the establishment, exercise or defence of legal claims.

7.5 Right to Object

Where the data subject has the legal right to object to any data processing, the MGA shall no longer
process such personal data unless:

e it demonstrates compelling legitimate grounds for the processing which override the interests,
rights and freedoms of the data subject; or
e it needs to process such data for the establishment, exercise or defence of legal claims.

8 Processing Security

The MGA understands the importance of safeguarding personal data from unauthorised access and
unlawful processing or disclosure, as well as from accidental loss, modification or destruction. This
applies regardless of whether data is processed electronically or in paper form.
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Before introducing new methods of data processing, particularly new IT systems; the MGA defines and
implements technical and organisational measures to protect personal data. These measures, which are
part of the MGA's Information Security management, are based on the state of the art and take into
account the risks of processing.
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